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Overview - Readiness &
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What is Organizational Resilience?

Monitor

RespondLearn

Anticipate

*BS 65000:2014 Guidance on Organizational Resilience (British Standard)

“the ability of an organization 

to anticipate, prepare for, 

respond, and adapt to 

incremental change and 

sudden disruptions in order 

to survive and prosper”*
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Business Continuity Management: What is it?

o A process intended to ensure 
critical business activities 
are performed no matter 
what else is happening.

ISO 22301 BCP Lifecycle

Routine 

Maintenance
Initiate 

Business 

Continuity 

Program

Conduct 

Business 

Impact 

Analysis 

& Risk 

Assessment

Develop 

Recovery

Strategies 

Solution 

Implementation

Testing & 

Acceptance
Business 

Continuity 
Planning 
Lifecycle

PHASE 2
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Compounding Critical Incidents: 2019 - Present 

Protecting People

o Terminations, layoffs, workplace conflict, civil-unrest, protest, etc.

o Travel risk, staff/student mental health & wellness

Protecting Property 

o Closing of physical locations, limited staff presence at sites – More 
vulnerable

o Increased exposure for internal & external criminal activity 
(theft, shrink, embezzlement, vandalism, etc.)

Protecting Operations

o Managing compounding disruptive events – Examples:

Natural Disasters x Covid-19 x Civil Unrest x Supply Chain Disruptions  
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Business Continuity 

Management
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Getting Started Guides Cover:

o Assembling & Orienting 
Project Teams

o Assessing your Current State -
Self-Assessment Tools & 
Checklists

o Links to Industry Resources, 
Standards & Guidelines  

HUB’s Getting Started Guide 
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Business Continuity Management: What is it?

BCM Integrates the disciplines of:

Emergency
Response

Crisis 
Management

IT Operations 
Recovery

Business 
Continuity

Protecting Life 
& Property

Protecting the 
Organization

Protecting IT 
Operations

Protecting Business 
Operations

Source: DRI International
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Response & Recovery Plans Differentiated

Emergency 
Response Plans

Crisis 
Management Plans Business Continuity Plans

Minutes to Hours

▪ Initial control of emergency 

situations

▪ Safeguarding human life

▪ Stabilizing, securing, 

preventing further harm to 

property

▪ Assessing damage 

Hours to Days

▪ Strategic pre-existing plans for a 

Crisis Management Team (CMT)

▪ Crisis communications – internal 

& external

▪ Outward facing liaison -

stakeholders, media,  etc.

▪ Co-ordination of service recovery 

efforts

Days to Weeks

▪ Recovery of technology 

services

▪ Returning IT to “business as 

normal”

▪ Phased recovery of business-

critical processes

Source: DRI International

Cyber Incident Response PlansIT Disaster Recovery Plans IT Operations Recovery Plans
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Elements of a Crisis / Critical Incident & Our Response

Prudent Over-Reaction & Rapid De-Escalation
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Comprehensive All-Hazards Planning

Identify the risks.
Understand hazards, vulnerability, and the worst-case scenarios 

Develop comprehensive and risk-appropriate plans.
An all-hazards approach to planning is most efficient

Emergency
Response

Crisis 
Management

IT Operations 
Recovery

Business 
Continuity
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All-Hazards Planning Considerations 

Natural Hazards Human Hazards        Technology Hazards

Geological Hazards

Earthquakes, Landslides, 

Subsidence, or 

Sinkholes

Meteorological Hazards

Flood, Flash Flood, Tidal 

Surge, Severe Drought, 

Snow, Ice, Hail, Tornado, 

etc.

Biological Hazards

Pandemic, Infectious / 

Communicable Disease, 

Blood-Borne Pathogens, 

etc.

Unintentional

Hazardous Material Spill 

or Release, 

Explosion/Fire, 

Transportation Incidents, 

Building or Structure 

Collapse, etc.

Intentional

Terrorism, Robbery, 

Workplace Violence, 

Kidnap, Extortion, 

Hostage Incident, 

Demonstrations, Civil 

Disturbance, Riots, etc.

Infrastructure

Utility interruption or 

failures

Telecomm, Electrical 

Power, Water, Gas, 

HVAC, Sewage 

Systems, Other Critical 

Infrastructure, etc.
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Prioritizing Hazards & Readiness Planning

SEVERITY Catastrophic Major Serious Minor Insignificant

1

y

e

a

r

Almost 
Certain

Intolerable Intolerable Intolerable High Medium

Frequent Intolerable Intolerable High Medium Medium

Occasional Intolerable High Medium Medium Acceptable

Unlikely High Medium Medium Acceptable Acceptable

Extremely 
Unlikely

Medium Medium Acceptable Acceptable Acceptable

$5M $1M $750K $500K $100K
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Comprehensive All-Hazards Planning

Communicate and implement the plan across the organization.
Roles, responsibilities, and alternates should be assigned and trained

Test, evaluate, and continuously improve your plans.
During a crisis is not the time to discover a plan’s shortcomings 

Emergency
Response

Crisis 
Management

IT Operations 
Recovery

Business 
Continuity
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Response Planning by Disruption Scenario 

Loss of a Facility

Loss of Staff

Loss of Technology

Loss of a Vendor or 

Supplier
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Emergency Action Planning

Emergency
Response

Minutes to Hours

▪ Initial control of 

emergency situations

▪ Protecting human life

▪ Stabilizing, securing, 

preventing further 

harm to property

▪ Assessing scope and 

scale of damage 
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Crisis Management Planning

Crisis 
Management

Hours to Days

▪ Strategic pre-existing 

plans for a Crisis 

Management Team 

▪ Crisis communications 

for internal & external

▪ Outward facing liaison -

stakeholders, media, 

etc.

▪ Co-ordination of service 

recovery efforts
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Information Technology Recovery Planning

IT Operations 
Recovery

Days to Weeks

▪ Phased recovery of 

technology services

▪ Returning IT to 

“business as normal”

▪ IT Disaster Recovery

▪ Incident Response Plans

▪ IT Operations Recovery
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Business Continuity Planning

Business 
Continuity

Days to Weeks

▪ Restoring business 

critical processes 

▪ Continuing to deliver on 

critical activities amidst 

the disruption

▪ Phased recovery to 

“business as normal”
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Criticality

Business Impact Analysis (BIA)

BIA identifies, categorizes, and prioritizes:

o Critical functions / processes & vital records

o Required resources, personnel, & equipment

Application Facility

Business Impact Tier RTO RPO RTO RPO

Mission Critical 1 < 4 Hours < 1 Hour < 4 Hours < 1 Hour

Business Critical 2 < 24 Hours < 1 Hour < 48 Hours < 24 Hours

Significant 3 < 72 Hours < 24 Hours < 7 Days < 24 Hours

Important 4 < 7 Days < 48 Hours < 30 Days < 48 Hours

No Impact Best Effort > 30 Days < 48 Hours > 90 Days < 48 Hours

Maximum Tolerable Outage

Recovery Time Objectives

Recovery Point Objectives

(MTO)

(RTO)

(RPO)
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Business Impact Analysis (BIA) Worksheet
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Example BIA Output
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Questions
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Thank You!

Isaac Monson, CPP

AVP, Senior Risk Consultant
HUB International

isaac.monson@hubinternational.com

Jim Henry, C.C.I.B. ONT

Senior Account Executive
HUB International

jim.henry@hubinternational.com


