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Overview - Organizational Readiness & Resilience
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Business Continuity Management
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Q&A
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Risk & Insurance | Employee Benefits | Retirement & Private Wealth

Overview - Readiness &

Resilience
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What is Organizational Resilience?

5

“the ability of an organization
to anticipate, prepare for,
respond, and adapt to
incremental change and
sudden disruptions in order
to survive and prosper”*

© 2022 HUB International Limited.
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Business Continuity Management: What is it? H:UB

1ISO 22301 BCP Lifecycle

Routine

Maintenance Bl:::ll:t::s
Continuity
. Program
o A process intended to ensure °
critical business activities s . 3
Testing & \J usiness %
are performed no matter  pWSRNS o Ge  S Conduct
what else is happening. Planning Impact

Lifecycle Analysis
& Risk
Assessment

PHASE 2
Solution
Implementation Develop

Recovery

Strategies
6 © 2022 HUB International Limited.




Compounding Critical Incidents: 2019 - Present 9

Protecting People
o Terminations, layoffs, workplace conflict, civil-unrest, protest, etc.
o Travel risk, staff/student mental health & wellness

Protecting Property

o Closing of physical locations, limited staff presence at sites — More
vulnerable

o Increased exposure for internal & external criminal activity

Protecting Operations
o Managing compounding disruptive events — Examples:

Natural Disasters x Covid-19 x Civil Unrest x Supply Chain Disruptions

7 © 2022 HUB International Limited.
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VANCOUVER ISLAND

UVic bus in fatal crash rolled after it moved for Jeep on
logging road: RCMP

TORONTO | News

Two golf students from Ontario critically
injured in Texas crash that killed nine people
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HUB's Getting Started Guide

Getting Started Guides Cover:

o Assembling & Orienting
Project Teams

o Assessing your Current State -
Self-Assessment Tools &
Checklists

o Links to Industry Resources,
Standards & Guidelines

10 © 2022 HUB International Limited.

Risk & Resilience:

Getting Started Guide
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Business Continuity Management: What is it?

BCM Integrates the disciplines of:

Emergency

Crisis IT Operations
Response

LV ELGEL [ Recovery

Protecting Life Protecting the Protecting IT
& Property Organization Operations

11 © 2022 HUB International Limited.

Continuity

Protecting Business
Operations

Source: DRI International



Response & Recovery Plans Differentiated 8

Business Continuity Plans

IT Disaster Recovery Plans

Emergency Crisis
Response Plans Management Plans
_ Cyber Incident Response Plans @l IT Operations Recovery Plans

Minutes to Hours Hours to Days Days to Weeks

= [|nitial control of emergency

. . Strateqic pre-existing plans for a m
situations gic pre-existing p Recovery of technology

Crisis Management Team (CMT) services
= Safeguarding human life . L ,
= Crisis communications — internal

& external = Returning IT to “business as

= Stabilizing, securing, normal’
preventing further harm to - Outward facing liaison -
property stakeholders, media, etc. = Phased recovery of business-
critical processes
= Assessing damage = Co-ordination of service recovery

efforts

12 © 2022 HUB International Limited. Source: DRI International



Elements of a Crisis / Critical Incident & Our Response 8

\ \\\\ Eleg;,ent Threat to

Surprise A

Disaster
the Org.

Need for cnats
Quick

Decision

-

Critical Incident & Crisis Prudent Over-Reaction & Rapid De-Escalation

Inconvenience
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Comprehensive All-Hazards Planning HOUB

Identify the risks.
Understand hazards, vulnerability, and the worst-case scenarios

Develop comprehensive and risk-appropriate plans.
An all-hazards approach to planning is most efficient

Emergency Crisis IT Operations Business

Response Management Recovery

Continuity

14 © 2022 HUB International Limited.




All-Hazards Planning Considerations

15

Natural Hazards Technology Hazards

Geological Hazards
Earthquakes, Landslides,
Subsidence, or
SILGEIES

Meteorological Hazards
Flood, Flash Flood, Tidal

Surge, Severe Drought,

Snow, Ice, Hail, Tornado,
etc.

Biological Hazards
Pandemic, Infectious /

Communicable Disease,
Blood-Borne Pathogens,
etc.

© 2022 HUB International Limited.

Unintentional
Hazardous Material Spill
or Release,
Explosion/Fire,
Transportation Incidents,
Building or Structure
Collapse, etc.

Intentional
Terrorism, Robbery,
Workplace Violence,

Kidnap, Extortion,
Hostage Incident,
Demonstrations, Civil
Disturbance, Riots, etc.

Infrastructure
Utility interruption or
failures
Telecomm, Electrical
Power, Water, Gas,
HVAC, Sewage
Systems, Other Critical
Infrastructure, etc.

O



Prioritizing Hazards & Readiness Planning o

SEVERITY Catastrophic

Almost Intolerable
Certain

Frequent Intolerable

Occasional Intolerable

Major
Intolerable

Intolerable

High

Serious Insignificant
Intolerable High Medium
High Medium Medium

Medium Medium Acceptable

Unlikely High

Medium

Extremely Medium

Unlikely

Medium

16 © 2022 HUB International Limited.

Medium Acceptable  Acceptable

Acceptable Acceptable Acceptable



Comprehensive All-Hazards Planning HOUB

Emergency Crisis IT Operations
Response Management Recovery

Continuity

Communicate and implement the plan across the organization.
Roles, responsibilities, and alternates should be assigned and trained

Test, evaluate, and continuously improve your plans.
During a crisis is not the time to discover a plan’s shortcomings

17 © 2022 HUB International Limited.




Response Planning by Disruption Scenario

Loss of a Facility

18 © 2022 HUB International Limited.

Loss of Technology

Loss of a Vendor or
Supplier




Emergency Action Planning

R e sp onse ‘ S ———

Minutes to Hours

= |nitial control of
emergency situations

= Protecting human life

= Stabilizing, securing,
preventing further
harm to property

= Assessing scope and
scale of damage

19 © 2022 HUB International Limited.

YOUR LOGO

Emergency Action Plan
Address Here




risis Management Planning HUB

L} .
Your Company Name Here - Crisis Management Plan & Playbook Version 1.0 / Date
Your Company Name Mere - Crisis Management & Recovery Plan Vers 1 2

S. Declaring Crisis Event

Management

Your Company Name Here - Crisis Management Plan & Playbook Versi 1 ate

Classification

Step 4 g Crisis Mar 1t Center (CMC)

Hours to Days

Level 1: *  Incident is uf
Minor Emergency Compary N3

a minor fire 4
*  Incident can|

The Crisis Management Center (CMC) is established when the CMT s fully activated, The location of the

center should not be divulged to members of the press ar other persons withaut a ‘need-to-know’. No

press members are to be allowed in the center when the CMT is operational without coordinating with
the OMT Leader. The following diagram is an example of how a Crisis Management Center can be

using on-site

= Strategic pre-existing YOUR L OI GO < Eermd | |
Crisis Management Plan ' b

p|anS fOI’ a CI’iSiS Address Here
Management Team . S

and will reqy
support
*  The incident|
media attent §
* Major asset d | 2 O B -

= Crisis communications - R

Projecror

ogsrTn |

*  Incident has |

Stats o

The primary and alternate locations for the Crisis Management Center are

Sets up any projectors, screens, monitors and status boards

for internal & external " e o .
O I Crisis Management Team Leader: medium to I¢ *  Alternste:
Company Nal » Backwp: Offsite Location Options: Local hatels/conference centers with food/reoms/parking
Tithe: active shoote
ithe: . Incident will |
Email: external supj First person to the Crisis Mansgement Center:
: party suppor|
- H 11 situation ®  Places the Crisis Management Planis) on the meeting table
u War aC I n g I al S O n = *: [The kcosey *  Commences the Information Management Log - recording details of the initial event and the
aational med opening time of the Crisis Management Center
»
. Catastrophic *  Tests phone and internet connectivity
St ake h o) I d ers. me d la ieigation s if © Contocts the CMT Leader to estabiah contact snd update them
y y and/or majol *  Contacts all CMT members to confiem their estimated time of arrival
.
.

Tests all other equipment
etc.

= Co-ordination of service
recovery efforts

20 © 2022 HUB International Limited.



Information Technology Recovery Planning

IT Operations

Recovery

Days to Weeks

Phased recovery of
technology services

Returning IT to
“business as normal”

IT Disaster Recovery

Incident Response Plans
IT Operations Recovery

21 © 2022 HUB International Limited.

Your Company Name Here - Cyber Incident Response Plae

YOUR LOGO

Cyber Incident Response Plan
Address Here

Cyber Event Playbook

= IGonMa%0n of 3 possdie breach -
Complete Incdent Repor F orm Privacy Aiorsey
b= Use Checkiist/ Deasion Support Tool Breach Coach

b NOMyY @2 0CUIVE W02

Response Team (RT)

b NoOMy important conty

Utiize Detense Coun

P= Allomery 1 contract w
serices

(= Reiew and montor all systems for
= Investigate lo confirm 20810nal Intrutions phriding
existance of a data by ccanmits

= identty Be scope, 3m e
SOUrCR(s) of breach WWork Gosety wilh pertinent sutorites

" s
e breach = igentty Mo Mreat of winerabites hat

wete exploiled and Gelermine if ey can

b= Detormine whether be alewated
nadent
P=E stablishm ent of new security systems
b= € 53 ate Dhe potental o ©
g oMl CONS.
L. Raport finaings % exq
pproval 1o dose he = Prepare fof corporale contingencies
0n % he next phase & "
— CONOUCtIN-GepM INvesdgaton
p= Comenence the inforn confirm Mat any breach has been fully
Management Log contained and 10 determine the 1teps
POCRSSary 10 help provent semitar
b= Determine nosfication incidents in he future
he requred tmetram(
b Re3100 reazonabie integrity. secunty
p= Cortan the nodent & and confidendalty of e Cata of 03t
system
iy ™ 5. Recove Y = Assess ha residual vl of
sk

L Assess any inown contactal, jeaal of
b= Ensure that systems { 1QUIBINY reQuirements 10 provide
acosssbie 10 nteenal remediation in Bs case

f= Plan for 5uDTOQUENt CONINQENCIes

b= Conductimpact assessment

b HOII & meeding of e IRT o an afer
acton review

Acdress contouing stakeholders
oncems

e o




Business Continuity Planning

Continuity

Days to Weeks

Restoring business
critical processes

Continuing to deliver on
critical activities amidst
the disruption

Phased recovery to
“business as normal”

22 © 2022 HUB International Limited.

Your Company Name Here — Business Continuity Plan

YOUR LOGO

Business Continuity Plan

Address Here

Continuity Plan Owner:
Title:

Email:

Your Company Name Here — Business Continuity Plan Version 1.0 / Date

References & Relat|

This section of the BCP in
in the response to and re¢

Document Title
Emergency Response f
Crisis Management Pial
Building Evacuation Pia
Headquarters
Building Evacuation ﬁi
Other Locations
Business Continuity Pa
IT Disaster Recovery
IT Disaster Recovery Pl
Cyber Incident Rm

Your Company Name Here — Business Continuity Plan Version 1.0 / Date

Critical Business Functions & Business Impact Analysis (BIA)

Critical business functions are those activities that the organization must maintain during a
disruptive event to sustain its mission, comply with legal requirements, and support life-safety.
These activities are the operational DNA of the ization and are not nec ily specific
divisions or departments, but actual processes, functions, and capabilities that must be
sustained.

The ing busi impact is (BIA) predicts the es of disruption to the
organizaﬂon s critical business funcuons and gathers information needed to support the
recovery strategies outlined in this plan. The potential loss scenarios identified in the Risk
Assessment section of this plan provide a context for this BIA.

[Company Name / Dept.] Critical Business Function

CRIMICALACTIVITY | Enter the specific activity that RECOVERY TIME The duration of
DESCRIPTION: nmust be or ys before this
(e.g., paying employees) function must be
CRIMICALITY: High / Med / Low
FACILITY & PERSONNEL SUPPLIER / VENDOR
APPLICATION DEPENDENCIES DEPENDENCIES DEPENDENCIES
The places and buikdings | The software, programs, | The peopie and other The products, raw
relies. Describe its which this activity relies. which this activity suppliers or vendors
capcdlywdswpm Describe their relies. Describe their | upon which this activity
features. ing features. ing features. relies. Describe their
supporting features.
LOSS OF FACILITY RECOVERY LOSS OF APPLICATION LOSS OF PERSONNEL | LOSS OF SUPPLIER RECOVERY
STRATEGIES RECOVERY STRATEGIES RECOVERY STRATEGIES STRATEGIES
The workarounds, The , The
or P or o sources, or
alternate facilities that gy that | or iers that
can be implemented in | can be implemented in that can be can be implemented in
the wake of a disruption | the wake of a disruption | implemented in the the wake of a disruption
to facilities. fo technology, wake of a disruption to | to suppiiers and vendors.
application, or other IT personnel.
systems.
DOWNTIVE PAPLCATIONS: Interruption and/or Ioss of this function would interrupt.... Furthermore, it would
mmaelayortneupamym . Consider fi gulatory, legal, ]

W/cvcmoowm mmngmmmmmmnmwm




O

Business Impact Analysis (BIA) HUB

BIA identifies, categorizes, and prioritizes:
o Critical functions / processes & vital records

o Required resources, personnel, & equipment

Maximum Tolerable Outage (MTO)
Recovery Time Objectives (RTO)
Recovery Point Objectives  (RPO)

Criticality

Application Facility
Business Impact RTO RPO RTO RPO
Mission Critical 1 < 4 Hours < 1 Hour < 4 Hours <1 Hour
Business Critical 2 < 24 Hours < 1 Hour < 48 Hours < 24 Hours
Significant 3 <72 Hours < 24 Hours < 7 Days < 24 Hours
Important 4 <7 Days < 48 Hours < 30 Days < 48 Hours

No Impact Best Effort > 30 Days < 48 Hours > 90 Days < 48 Hours

23 © 2022 HUB International Limited.



A

Business Impact Analysis (BIA) Worksheet

Data Gathering Worksheet - Business Impact Analysis (BIA) with Risk Assessment

Background

+

Department Name

Department Owner
(Director/Manager)

H P&S #1
Products and Services Directly or P&S #2
Indirectly Delivered by This |:| P&S #3
Department [ ] r&s#a

[ ] p&s#s

Department Overview

The following table captures key department characteristics that may influence the assignment of recovery objectives and the selection of recovery strategies.

Department MNarrative Description

Customers and Outputs (Internal or External)

Peak Operating Periods or Seasonality

24
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Example BIA Output

Human Resources

Fyan Hutton
Tk

Septembsr 18, 2016 02;30PM

This deparmant is responsiods for the attraction, selsction,
training, assessmant, and benafits administration of
smployses, whils 3i50 owersesing onganizational lsadership
and custure, and ensuring compliance wih employment and
Eabor Iaws.

Activities

Administer Payroll
OESCRIFTION
This activity nciudes MAINtAINng and updating employss
TBCOMTE tn nahis paynod execimion. Folowing & requsst
‘o modify smpeoyes payroll records (8.9 raiss,
withhoiding. gamishmeant, new employes hire, time
adjustmant, sic), Human Resourcas makss the
‘Bppropriate Systsm changss. Human ASgources SMers
the edurstments into the ADP system and documents the
requsct in the empioyes file. A copy of records is kept for
SUTiting pUrposss.
FAANCIAL
An inabiity to aominister payroll for 3 week or mors may
recult in BMpICYSEs N0t BCEng ther COMECt payment
Emounts which cousd in tum result in equiatory fines.

RESULATOAY
A failure to pesform smployss payrol coulkd result in
regulsiony fines or panaitias.

brrapra i Flating

& @
R

25 © 2022 HUB International Limited.

FEAK DPERATING PEAIDDS OR SEABOMALITY

Hioine noted.

FEQLES TED BT
4 Daye

LA TEDR PRODUC TASERECE
Provide Employes Suppart
PROVEN BTG

8 Days

COMMITTED BTG

4Daye

REPUTATIIMAL

An inEbifty to administer payrol for 3 week or mons
coud affect the abilfy to XeCULs an SCCUrSTs payrod,
leaving ampiovess unable or unwiling to report o work:
CPEFUA TIOMAL

An inabifity to adminster payroll for a week or mons may
prevent or impact the aceuracy of empioyee payrol,
leaving sMpIoYESS UNEDIe OF UNWIlling to report 1o wark.
]

M

M

E41] g
™ = e

e

Finafid al Mripadt

R W
K ’:,.é’x_bep*’ Pl o : {gﬁ'ﬁ, sf’

Triggers and Escalation Criteria

Following tha onsat of a disruptive incident, the Racovery Team Laader will parform an initial assessment to
determine if the incident has or will impact this department, its activities or resources. If resources or activities are
affected, the Recowvery Team Lsader will activate this plan. This plan will also be activated based on directives
from the Crisis Management Team

Following activation, staff will work to continue performing the most important activities, but also prepars for
instruction and guidance from the Department Recovery Team. Additionally, the department should prepars to
CcOMmMmuUnicate its status to the Crisis Managament Team.

Recovery Strategies

This recowsry plan outlines proecedures designed to snable sffective and efficient response and recovery basad on
each of the following four scenarios:

Scenario 1 - Loss of Facility
If a facility is damaged, inaccessible, or unavailabla for use for any reason, loss of facility strategies outline the
procedurss required to support the recovery of in-scope activities, based on approved recovery reguirements.

Scenario 2 - Loss of Staff

If abssntasism occurs, which may result from no-notice (immediate) loss or a large-scale public health event such
as a pandemic, loss of staff strategies describa the tasks necessary to support the staffing of the most essential
activities throughout the courss of the incident.

Scenario 3 - Loss of Technology
If thera is a pervasive intermuption to the information technology environment, loss of technology strategies describe
responsa activities to expedite technology restoration and sustain the business during downtime.

Scenario 4 - Loss of Vendor/Supplier

If thers is a disruptive incident affecting one or more vendors' ability to support the delivery of in-scops products or
sarvices, loss of vendor/zupplier strategies describe the responsa activities neadad to support the continuity of
operations.

The racovery procaduras documentad in this plan are organized into Six sections:

. Initial Department Assessment/Evaluation

Recovery Scenario 1 - Loss of Facility

Recovery Scenario 2 - Loss of Staff

Racovery Scenario 3 - Loss of Tachnology

Recovery Scenario 4 - Loss of Key Vendor/Supplier

. Omgoing Operations (until tha disruptive incidant ends)

N

Consult only the recovery procedures necessary, based on the circumstances of the disruptive incident that
resulted in the activation of this recovery plan.
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Thank You!

Jim Henry, C.C.1.B. ONT

Senior Account Executive
HUB International

jim.henry@hubinternational.com

Isaac Monson, CPP

AVP, Senior Risk Consultant
HUB International

Isaac.monson@hubinternational.com



